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ABSTRACT

As processor technology advances, it has accelerated ISA extensions and increased the complexity of micro-architectures,
leading to a continued rise in the importance of processor validation techniques. Recently, various fuzzing techniques have
been introduced to discover undocumented instructions, and this study highlights the shortcomings of existing undocumented
instruction fuzzing techniques and presents our observation on error cases in the latest processors from Intel and AMD. In
particular, we analyzes the causes of false positives resulting from the fuzzer incorrectly judging CPU instruction length and
proposes the length determination technique based on instruction execution information to improve accuracy.

Keywords: Fuzzing, Undocumented Instruction, x86-64 architecture

.M E o oeFt 8t kgl wEbd Z2AIA9
ISA (Instruction Set Architecture) =3}

Aol HFE AN M3, B QIAE npo]F Zol7| el X o] siAde] R|&HOR o] FojA
stk ol#d A mlelaR oly|ElAe Ei®

Received(09. 12. 2023), Modified(10. 11. 2023), z7le} olo] W2 tlekal ZEAA Rl HekA
écﬁpgﬁio#lﬁ{agg)zozoﬁg Zsioysta djsksA 8 wAE A A HH FAeE AAR o5
7 FAHIR A7sigls el o] Aake HEZLE 202 At AR 71ee] WAl vlela el E A e
1;.4_50] o] Aoz gElTAlRte] 2| Ag vho} Syl ekl B oA FAEY FH} £ glgo
37-4) (NRF-2021 R1F1A1064009) wslAT(1 234) ISAS] Az wWele] 344

TR e 20234 A HH S ES] Sl S] el 1t

T 94 A Y Ega A9, A Ht A LEH7= ek dE SH,
T 417}, dldbtjr1999@kangwon.ac.kr Intel TSXE 3sl=de] 7|ute] EudiAdlg owg

¥ XA}, wisong@kangwon.ac.kr(Corresponding author)


mailto:dldbtjr1999@kangwon.ac.kr

776 H] #413} wgo] g ux]e] wedo] A AW 7wl Zo] AA ulyl

(transactional memory operation)& #]13}7]
Aalx  FRAHUA" ASLR(Address  Space
Layout Randomization)< $3|3l=dl <45
9l32(5), SIMD (Single Instruction Multiple
Data) ®@#o] & A3 AVX (Advanced
Vector Extensions)-"% dole] ol WHAE
otgste] dlolE] & FAd AREEZIE 6],

gt Inteld X9t Al AES-NI9 <k
HejolE Algsle], AES 7] #E FEsuHT)
]’Aolil' % g wejole] Fokdor Wk A

o

Al T2 ZEAAMY I HAE AF3PI
a4 Al 7AZ(formal verification)(19,20)3
71% 7% (functional verification)9] tjekgh wt
WEel At 53], 7l ASE SlEA
ISA ®WAE wEez T RTL(Register
Transfer Level) AAdl] it ookt A5 €

(differential testing) 7|HEe] F2 AFse] &

2 9rH9.10,11). RTL AAE wlgtez F3x
g ZZAMANA, [SAdE WAl S[A] oAt
ZZAA el T W35S v A3t §H
o] (undocumented instruction) ki &}, o]z
g ol 5L vl 32 NDA 59 thekst 54
o A A F glen wRe B3I HES
F33AGH12), H't A 9] Al Bk
Aol Higt AT-E gA UX ATH(13). HA
| 92 Wl Ee el Hel H?ﬂ"] A& A F7t
Holl wpebr], ZHZolle [SA Al g 715 33
R ol v A3} wEole] FE Tl w3t
A7) s #8= 3 9lch14,15,16,17,18).

B EmrddlAe 7|l dEAl v FA3 R
@Aehe wHe] zZe wAEE A8 AMD ¥
Intel ZZAM A FHEstar, @A ”“‘Oﬂ/ﬂ A

F+(false positive)7} WAz 1QlS #HA5] #
‘42‘}“%. £3], CISC(Complex Instruction Set
Computer) 7]4ke] x86 o}7|€lx]& w#ole] o]
7F Bl gt EAL 7HA7] well A8 A= v
M3 Wl ZolE AAI] flsM, TS
2 3l=9e] 9] (exception) 7|4k AA 7|H-&
AHEEIE, SRt o] 71 #4l Intel ¥ AMD
Z2AM oAM= EulEA WEH o] HolE hdslA|
Fab= wAZE S, B AFedA = olzd Al
= A5 SsA _E:L%H 7H-E]  (Program
Counter:PC)s} st=dlel A5 7HE  (H/W

o r
1N

ml

N
M ol

1

ok

optional  essential opeode dependent

.........................................

T I [
Instruction Field | Prefves ! Opeode :: ModRM | SIB b)isplacemen# [mmediate!
|

........................................

Number ofbytes  LB¥teeach 1, 2or 3hye Thyte  Ihpte  Address  Immediate
C (uptona) (ifrequired) (frequired) displacement ~ dafa
1.2or 4byte 12or 4 byte

Fig. 1. x86-64 Instruction Format
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Table 1. UMIP bit-related Instruction Table

Instruction opcode Description

Store GDTR to

SGDT m
operand

0f 01 /0

Store IDTR to

SIDT m
operand

of 01 /1

Stores segment
selector from
LDTR in
operand

SLDT m 0f 01 /0

Stores segment
selector from
TR in operand

STR r/m 0f 00 /1

Store machine
status word to
operand

SMSW r/m 0f 01 /4
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Table 2. Exception Handling Table

Length Condition L
. . - - Description
Determination | Exception | Exception Address
. The length of the instruction is not
On going #PF Page Boundary determined yet
Done #PF Not Page Boundary Determined as a valid instruction
Done #PG Don't Care Determined as a privileged instruction
Done #UD Don't Care Determined as an invalid instruction
Done #BP Don't Care Determined as a valid instruction

A8 3(22,23), Sandsifterells] A5 t]xef
A58 Capstone?] A=} J2 248 Hr}
a9} vl E Intel A9] txojAlEe] XEDE 714
= AE s B

2.4 UMIP HIE 2 @3y
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Wl 5] A RE ARS- Aghel ARE-E )
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GDT= A3l LDT=  fFA7elA
AHg-EI T}

SIDT w#el+= IDTR(Interrupt Descriptor
Table Register)s S3|#Ed] #Ast= o]
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SMSW ##el= CRO #A2E9] 0 B Ee]A
15 v|EZAS] 99 & MSW (Machine Status
Word)E  2¥aél=e] AAs= HEoe|t)
MSW& Alz®l Aeie} A9 vEE A,
T2 Ax"greet s dRE fHE A2E9

|

E2HS Allofgic),

STR "3+ TR(Task Register)?] AlawE
AElE ol AAel Wedolo|tt. TR ©
23 ~9A 4 Rane Asty A AR A7}
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Fig. 2.9} o] d&Aer gaar}y 2w M,
e elr], 7], Ald WIS Myels 97], 27
Agne Fob o]F TN bytert AHHW, Fig.
2.9] (1)} ze] F1 byted] 3 WA nlo]Enks

Boundary
i

[(€))] 00 '4400 000000 ... 00

: A Iy Page with
) 00 44 ' 00000000 ... 00 1 | Excutable Perm.

!

t b4 Page with Non-
3) 00 44 00 | 0000 00 ... 00 Mz | excutable Perm.

. 4
@) 00 44 00 00 ' 0000 ... 00
T

Fig. 2. Exception based Instruction Length De-
termination
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07T01040007010406... sgdt
0f01040607010406... sgdt
0701040607010406... sgdt
0701040607010406... sgdt
0701040607010406... sgdt
0101040607010406... sgdt
0701040607010406... sgdt

[rsi+rax*l]
[rsi+rax*1]
[rsi+raxx1]
[rsi+rax*1]
[rsi+raxx1)
[rsi+raxsl]
[rsi+rax*l]

]

]

0f01040601010406... sgdt
0701040607010406... sgdt ptr [rsi+rax*l

0f01040607010406... sgdt [rsi+rax*l
0701040607010406... sgdt ptr [rsi+raxl]
ptk stack smashing detected seek: <unknown> terminated

[T
00000000

Instruction length ori i 00000000

00000000

determined by CPU .rt (1) si 00000000

FIEFFTTe
FHEFFFTe
FIEFFEfe
FHEFFEFe
00600000
FEEFEFFe

Fig. 3. Failed Case of Sandsifter
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SGDT, SIDT, SLDT, Execute
STR, SMSW
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|

(b) Kernel Space
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emm S[GSEGV(#GP
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#PF Handling
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Emulation Success &
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Is Mcmoly

R text
£ Contex Operand Valnd”

Fig. 4. A Block Diagram of Exception Control
Flow of UMIP bit-related Instruction
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Algorithm 1 PC & Exception-based Instruction Length Determination algorithm

: Current Length < 0

1

2 : for all Current Length € Instruction Max Length do

3 Execute Candidate byte for Current Length

4 if Exception is #GP && Address is page boundary || PC not updated
5 then

6 : Continue Loop

7 else

8 break Loop

9 end if

10: end for

Fig. 6. PC & Exception based Instruction Length
Determination Algorithm

Algorithm 2 PMU & Exception-based Instruction Length Determination algorithm

I : Current Length < 0

2 : PMU Event Counter < 0

3 : for all Current Length € Instruction Max Length do

4 Start counting PMU Event Counter

5 Execute Candidate byte for Current Length

6 End counting PMU Event Counter

7 if Exception is #GP && Address is page boundary
|| PMU Event Counter not updated

8 : then

9 : continue Loop
10: else

11: break Loop
12: end if

13: end for

Fig. 6. PMU & Exception based Instruction
Length Determination Algorithm

g glo] 3t ARSIl =4 Fig. 4.9 (3) ¥ 9
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7135 A =W, Aol FAo| AsfsiA =)
AMD #7olx= Intel 3HAEcAe} iz
SLDT®} STRellA% ZHo| AA Asfs I#=
stgda, ]9 <lele] Linux kernel version<]
ztolsdel.  AMD+= Linux kernel version
5.15.00] Ax|=le] gledl dld w{Ael & Intel
Al2~®l9] kernel version 5.4.03% ¥ =2E
UMIP#HE ®oAE oEgelAd dlFr] uiitoe]
t}. 224 AMDell4] SLDTe} STRES A3
ol IntelZ vRIZHAIR #GP 9E <X A
etz Aol AA6 A Aol olE
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Executlon time normalized to the original

| I I
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